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CTPAT Workshops: 
Minimum Security Criteria 
(MSC) Update with a focus 
on Cybersecurity and 
Agriculture
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MSC Update-
Agricultural Security 
Stephanie Lee
July 20, 2022
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Agricultural Security

Agriculture is the largest business sector

Contaminants are found in all types of transportation (352 pests discovered daily by CBP)

Pollutants harbor pests and diseases

Threaten the agro-industry

We know it ... and so do the terrorists

Objective - Destroy our Economic Viability
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Agricultural Security

MSC Section 8: Agriculture Security 

▪ CTPAT members MUST have written procedures designed to prevent visible
pest contamination, including compliance with Wood Packaging Materials
(WPM) regulations.

▪ The Measures Concerning Wood Packaging Materials MUST comply with
the International Plant Protection Convention (IPPC)'s International
Standards for Phytosanitary Measures No. 15 (ISPM 15).

▪ Measures to prevent visible pests must be adopted throughout the 
supply chain.
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Agricultural Security

Definition of Pest Contamination - International Maritime Organization

Pest contamination is defined as visible animals, insects or other invertebrates
(alive or dead, at any stage of the biological cycle, including egg shells) or any
organic or animal material (including blood, bones, hair, tissue, secretions,
excretions); viable or non-viable plants or plant products (including fruits, seeds,
leaves, branches, root, bark); or other organic material, including fungi; or soil, or
water; where such products are not part of the manifested cargo within
international traffic instruments (e.g., containers, unit load devices, etc.)

Visible = Specialized equipment not required to perform the inspection.



6

Agricultural Security

Definition of Wood Packaging Materials:

Wood or wood products (excluding paper products)
used to hold, protect or transport a product (including
dunnage).
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Agricultural Security

Examples of wooden packaging    

materials:

Bars 
Boxes
Crates
Containers 
Reels

Wooden Crates

Cages Brackets 
Planks Drums 
Pallets
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Agricultural Security

Wooden packaging material does not include:

✓ Packaging made entirely of thin wood (6mm thick or less).
✓ Packaging made entirely of processed wood material, such

as plywood, particle board, oriented strand board, or veneer
sheets that have been created using glue, heat or pressure, 
or a combination thereof.

✓ Sawdust, shavings and wood wool
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Agricultural Security

Wood Packaging Materials- IPPC - ISPM 15 (NIMF 15) and 7 CFR 319.40
Meet the International Plant Protection Convention's (IPPC) International Standards for 

Phytosanitary Measures No.15 (ISPM 15) .

IPPC - Treaty under the supervision of the United Nations' Food and Agriculture 

Organization

ISPM 15 - Internationally-accepted measures which require that:

✓ WPMis debarked and subsequentlyheat-treated or fumigated with methyl 

bromide;

✓ Stamped or branded with the IPPC mark of compliance ("wheat stamp")
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Agricultural Security

International Plant Protection Convention (IPPC) Logo

Each unit of WPM must be marked
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Agricultural Security

Correct Logo
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Agricultural Security

WPM Marked Inappropriately
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Agricultural Security

Consequences for Non-compliance

• Load will be re-exported

• Load may be fumigated by USDA 
prior to re-export
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Agricultural Security

What can you do to comply with the standard?

• Make sure your wood packaging materials supplier is accredited 
(ISPM 15).

• Educate your supply chain on the requirements of ISPM 15

• Find alternatives to WPM - Cost Benefit Analysis
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Agricultural Security

MSC Section 5: Transportation and Instruments of
International Traffic (IIT) Security

5.2 - The inspection process must have written procedures focused on agricultural 

inspections.

5.3 - Before loading, you must carry out agricultural and safety inspections

5.7 - If contamination is found, clean the IIT / SIN = Secure, Isolate, Notify

5.9 - AGM Pre-Departure Certificates (Ocean Carriers Only)

5.10 - Agricultural and safety inspections for Air Carriers
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Agricultural Security

5.3 - Perform an Agricultural inspection in
accordance with CTPAT
on Instruments of International Traffic (IIT)/
Transport

Ensure that transportation is clean
before loading the goods

Keep vegetation near the facilities cut down, as
these areas can harbor insects and rodents.

Sweep, vacuum, wash, steam and/or pressure
wash the Instruments of International Traffic
(containers, "cookie sheets," trailers, etc.) before
loading merchandise

Avoid loading when insects swarm

Vacuum seeds from the Wooden 
packaging Materials

Properly store and cover Instruments of 
International Traffic (platforms, bars, crates,
etc.)

Spray contaminated Instruments of 
International Traffic

Park trailers away from green areas and/or avoid
placing them on the ground or on vegetation.

Bright lights attract insects, especially at night.
Keep container doors closed while the merchandise
is not being loaded
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Agricultural Security

Eliminating Contaminants - Vacuum, Broom, Blower
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Agricultural Security

Start with a Clean Container 

Before Loading
Use Paved Lots to Avoid 

Contamination
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Agricultural Security

MSC Section 7: Procedural Security

7.2 - Loading areas must be inspected - Free from contamination by pests

7.11 - Trash must be stored and disposed of properly - Only for Ocean Carriers

7.12 - Driver must discard or declare personal garbage - Highway / Crossing Carriers; 3PLS

MSC Section 12: Education, Training and Awareness

12.2 - Agricultural Inspection Training

12.7 - Agricultural Contaminant Prevention Training
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Agricultural Security
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MSC Update-
Cybersecurity 
Bryan Smith
July 20, 2022
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June 2020 – New MSC Released

• Significant enhancement to cybersecurity MSC

• In-line with government and industry norms

• New MSC developed with significant input from CTPAT 
members

Whereas CTPAT is just one component out of several that were created by Commissioner 
Bonner in the wake of the 9/11 attacks to create a layered approach to homeland security 

and extend our borders, the same approach should be taken when implementing this 
program.  There is a layered approach to cybersecurity
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June 2020 – New MSC Released

• All CTPAT Field Offices held new MSC workshops prior 
to launch in 2019, early 2020

• Videos published on CBP’s YouTube channel

• ‘Layered’ defense strategy – all MSC are critical

• CTPAT members required to ensure foreign partners 
are compliant with MSC – this includes cybersecurity!



July 2022
• All sources indicate cyber threat 

persists

• Threat actors are spending more 
time ‘hands-on’

• FBI/NSA/NIST are still instructing 
private industry to adopt many of 
the procedures found in the CTPAT 
cyber MSC

• The CTPAT MSC forces companies to 
take a hard, in-depth look at their 
internal operations

24
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Metrics – Since June 2020

• MSC 4.1 Comprehensive cybersecurity policies

• MSC 4.8 User Authentication/MFA/VPN

• MSC 4.4 Sharing Information with                                  
partners/government
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• There should be no gap between the implementation of physical security controls and cybersecurity controls. All CTAPT MSC are created equal. Just as CTPAT requires partners to start with a risk 
assessment the same principle should be applied in assessing their degree of risk associated with the network security of their organization.  Then, this should be expanded to include assessing their 
business partners as risks associated with supply chain attacks is on the rise. 

IT Department – Full Inclusion

Managerial Involvement
Not to serve as a figurehead but have an active role and 
provide updates to the senior leadership with meaningful 
metrics and deliverables.
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Engage
IT should be allowed to speak freely about 
weaknesses, and possible solutions needed 

to mitigate vulnerabilities

IT Department Engagement

Assessing partners for IT security
Including IT department in assessing partner 

and the onboarding process. 

Risk Based Approach

Analyze current level of compliance with IT 
norms and the CTPAT Cyber MSC

Discussions
Discussions with IT department need to include senior 
managers.  Those discussions must have value and be acted 
upon

Cybersecurity Policies – Audit/Oversight
Policies should be written in a manner that will give managers 
a tool for maintaining oversight and conducting audits

Security Teams
IT department must be included in security teams and 
meetings

Crisis Response – Recovery Plan

Formal plan to respond to disaster, cyber incident. Rehearsed, 
conduct drills, tests

Lack of Oversight
The IT department has little to no real oversight. 
Overburdened, lack of experience

Comprehensive Cybersecurity Policies
For staff members, but also enterprise-wide considerations 
and for the IT department specifically. 

External Help
Managers may want to consider independent, third-party audit 
and assistance (MSP)



27

MSC 4.1 Comprehensive Policy

• Comprehensive policies are the backbone of a 
successful cybersecurity program

• Staff, acceptable use, rules, etc.  

• IT Staff or Third Party managed service provider 
(MSP) – Inclusive security team, increased comms

• Tools for oversight, auditing and generate 
evidence of implementation for validation
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MSC 4.1 Comprehensive Policy

• Discuss with IT staff.  Require they demonstrate 
how each criterion is covered in policy and that 
they are adhering to policy and the MSC. 

• Use policy as a guide during audits.

• Review policy regularly as a team, after-action 
reviews.

• “…At a minimum, policies must cover all of the 
individual cybersecurity criteria.”



29

MSC 4.1 Comprehensive Policy

• Crisis management/business resumption –
• Allow IT make time sensitive decisions (MSC 2.4)

• IT Department (or MSP) policies – Internal requirements for IT
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MSC 4.8 User Authentication

• Strong passwords – not enough anymore, lack of training, 
shortcuts

• Multi-factor authentication (MFA)

• Require MFA for all sign-ons, web-based email.

• www.cisa.gov/mfa - CISA’s MFA Page
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MSC 4.4   Sharing

• Members are strongly encouraged to share information with 
business partners, government

• Indicators of compromise

• Should consider sharing threat information with your business 
partners

• Notifying government agencies could help protect spread of 
threats.  Benefits of working w/ LE are evident to CTPAT 

• Incorporate into policy, retain EOI for validation
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MSC 4.2

• Patches-Security Updates

• Not in policy, no formal requirements

• CISA - malicious cyber actors continued to exploit publicly known, dated software 
vulnerabilities—some of which were also routinely exploited in 2020 or earlier. The 
exploitation of older vulnerabilities demonstrates the continued risk to organizations that fail 
to patch software in a timely manner or are using software that is no longer supported by a 
vendor.

• End of Life 

https://www.cisa.gov/uscert/ncas/alerts/aa21-209a
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Breach

• Malware may lay dormant for weeks
• Triggered Friday night, holiday weekends
• Actors spend time looking at email, segmentation, ways to 

navigate laterally
• Launch ransomware
• Instructions may be left on the server ‘readme.txt’
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Breach

• Lack of comprehensive cybersecurity policies for employees and IT 
personnel (MSC 4.1)

• IT department had little to no oversight by knowledgeable persons
• Company lacked a formal and documented business resumption 

plan (MSC 4.2)
• Did not store backups appropriately (no segregation)
• Offered little to no cybersecurity training to employees (MSC 12.8)
• Patch management was questionable and had flaws (MSC 4.2)
• Network was not mapped (MSC 4.2)
• VPN deployed without 2FA enabled
• Lack of network segmentation – possibly allowing lateral movement
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Breach

• Lack of comprehensive policies

• No oversight of IT department

• No training – employees just told to create strong passwords

• No MFA at all

• Backups were not encrypted in transit or at rest



• Supply Chain integrity is compromised
Virtual
Physical

• Degradation in business operations

• Loss of proprietary/customer information
Published on the web

• PII exploitation

• Fines, penalties

• Loss of business, revenue

• Costs associated with a ransomware attack

Breach
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Questions?

Stephanie Lee
Supply Chain Security Specialist
562-366-3273
Stephanie.s.lee@cbp.dhs.gov

Bryan Smith
Supply Chain Security Specialist
201-286-0920
Bryan.d.smith@cbp.dhs.gov

Adam Gunion
Supervisory Supply Chain Security Specialist
562-366-3878
Adam.t.gunion@cbp.dhs.gov


